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HeoTbemnemMoll YacTbl) HOPUAWMECKH 3HaYUMOro
3NEKTPOHHOTO [OKyMeHTooB0poTa ABNAETCA 3MeK-
TPOHHas nognuck’. be3onacHoCTb 3AEKTPOHHOR NOj-
MUCKH 28BUCUT OT:

- CBOJCTB 32KPLITOrO KNoyYas

= (QyHKUMOHANLHLIX BO3MOKHOCTEN KNHYEBOIO HO-
cutens’;

~  OTBETCTBERHOTO XPaHEHUA.

PEKOMEHIYETCA WCMONb30BATL 3aLMLLEHHBIE HO-
cuTenu kmwyesoih uedopmauun (panee — Knwoye-
BEIE HOCUTENN), KOTOPLIE, B CBOX OYEpEfb, AensTes
Ha naccueHble (C 331 nToN faHHbIX TONMEKO No PIN-Ko-
AYy) ¥ aKTuBHble (CO BCTPOEHHBIMM Ha anmapaTHOM
ypoBHe QyHKUMSMM CPEAcTBa Kpuntorpaduyeckoi
3aLNThl MHGOpMaL iy, nanee — CK31%).
Cobrrofenie HaCTORIWKX METOLOMOrMYECKIUX PeKo-
MeHJauui No KCMoNb30BaHIMI0 KNHYEBLIX HocUTenei
MOMOXET 33LUTUTL YYaCTHIUKOB 3NEKTPOHHOIO JOKYy-
MEHTC0B0pOTa OT PUCKOB!
= MONy4eHUA HECAHKLUMOKKPOBAHHOro foCTyna Tpe-
TBUX MNALL K 3KPBITOMY KMHOYY ANA CO3J4aHuA ero
KOMuK;

= MOANKCAHUA 3MEKTPOHHLIX JOKYMEHTOB TPeTbu-
MM NMLUEMUA OT VIMEHW BNAJEnbla 3NEKTPOHHOM
NOAMACH;

= XMIWEHUA K/TOYEBOTO HOCUTENRA WY ero YHUUTO-
SEHME.

CBOWCTBA 3AKPBLITOTO K/IOYA

JKCnopTHpyeMble M HEIKCTIOPTHPYEMbIe
3aKPbITbIE KIOUM

CBOMICTBO 3KCMOPTHPYEMOCTU WNU HE3KCnopTvpy-
eMOCTM 3aKpbITOr0 K/ixoya NpUCBauBaeTCs Ha sTa-
rne GOpMUDOBAHUS 3aKPLITOrD KMYa W 3aNUcK ero
Ha KIHOYEeBOW HOCUTENDb. YKA32HHOE CBGHCTBO MOMET
ObITh pean3ocBaHo B CPeACTBAX 3NEKTPOHHOI NOANH-
CU M yNpaBaAaTLCA Ero HacTPOoMKaMU, KOTopb!e Criegy-
€T YCTAaHOBUTL A0 GOPMUPOBAHKS 3AKPLITOTO KAoYa.

[lns SKCTOPTHPYEMBIX 3aKPbITBIX KRHYEl AOCTYNHO
WX KOMMUPOBAKHME, UTO HECET PUCKM HapyLieHa KOH Y-
[EHLMANBHOCTY 3aKPBITOrO KHYa.

[na KOMUpOBaHUA 3aKPLITONO KAKYA HapyLWUTeo
noTpebyeTca nony4YuTh GU3KHECKNA JOCTYN K Ki0Ye-
BOMY HOCUTeNHO 1 y3HaTb napons (PIN-kog).

Bo3MOXHOCTb KONMPOBAHNA 32KPLITOTO KH0Ya CO3-
L2ET PUCK BO3HIIKHOBERUA HEYUTEHHLIX KOMUA, yCHoX-
HAET KOHTPONb 33 €ro XpaHenuem, UCnonb3oBaHneM
¥ YRUYTOXMEHUEM. TakoKe YKazaHHOoe YCNOXHART onpe-
JEreRne BOIMONMHOIO HapyWnTens, ocobeHHo Korga
HapywuTenb Ha4yHeT UCNOb30RATL KOMMIO He CPasy.

HeakcnopTupyemsle 3akpbiTole K4y obnapawot
Gonblieil 33LMILEHHOCTBIO, TaK Kak 3anucaHHelf
Ha KNHOYEBOW HOCUTENb 33KPbITHIA KNOY He noghne-
WUT KOMUPOBAHMIO NPU NOMOLWM cTanfapTHbIX CK3W.
Monyyexne foCTyNa K TaKOMY KNKOYy TpeGyeT npyme-
HEHWA CReyNanbHbIX CPEACTB U TRXHUKIMA.

1 SNeKTPOKHEA AGANKSh — 370 2HANOF COBETEEHHOPY<HOM NOANKCH f718 NOANHCAHUA SNEKTHOHHEN JOKYMEHTOR.

2 33kpoiTill (CekpeTHBI) KOy 3REKTRORHOR NORNMEHY = 370 yHuKansHsil H360p cumaonos (6aiT), cdopMupoBarHLll CpedCTEOM 3nekTROHRCH NoANKCH. Mononssy-
€TC8 AN DOPMUPOBAHNT CEMGH 2ReKTPOHHOM NORTHCY HAE 3MIEKTNOHHCM BOKYMENTE U XPAHITCA B 3aLMbPOBEHHOM BIAS HE KIKYEBOM HocuTene, [lOCTyr K 3aKpeTamy

Kouy 2aupuuen faponed (PIN-KOZOM) 18I0 HYMHD XPAHUTS B CoKpeTe.

3 Hniousscl HOCHTENL — 570 YCTPONCTES AR XPAHEHUR 3AKPRITOID KNdg, KNiouenoll HOCHTENE BHElHe HANOMIHAET «newlkys GAS KOMABIOTEPE, HO CTHUMEETCR D CBOMM
CBOMICTBAM: NAMATE ¥ HETD 3auyuera naponest (PIN-KOFoM). MOKET #VETs BCTDOSHHOE CPEACTED KPUNTOTPADHYECKOR 3aiMTsl HGOPMALLK. B 3TOM Crlyuae OH ASNTRETCA M0
FDAMMHO-2MNGPATHEIN KMOUEBEIM HOCHTENEN ¥ MBSRONAET MAKCHMANEHO SE30NACHD GOPMUPOBATE SREKTROHHYIC IOATHCS HE SNEKTROHHOM AOKYMEHTE,

4 Cpepctso kpunrorpadiuueckolt 3auuTel sudopMmayuy (CK3M) — Tepmns MCRONB2YETCA B COOTRETCTBNN ¢ varTeio 2 pa3pena L Nonowenns o paapaloTre, Apoustcd:
CTBE, PEaNU3ELIRA N 3KCTINYaTaMY wyidDPOBANEHEIX (KpUNTOrpadnyeckix) CpeacTs 3auuTs! nkdopMayin (Moroxenue NMK3-2005), yTeepxperHora npukazom GCE PO

oT £9.02.2005 Ne 66 (3aperucTpuposaHe B Muswocte Pocoun 03.02 2005 N £382),
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W3BneKaemble i HEH3BNIEKAEMbBIE
3aKpbITbIe KAKOYK

CBOMCTBO HEU3BMEKAEMOCTU 3&KPLITOro KAKu4a
[OCTUraeTcs CNoCoBOM ero CO3JaHuA" U XpaHerus®,
W HanNpsMylo 3aBUCHT OT BUMA KIKOHEBOTO HOCKUTE-
na. [ns ofecreveriA CBONCTBA HEM3BNEKEEMOCTH
3@KPLITOr0 KNKYa UCMOMbL3YIOTCA TONMbKO aKTUBHbIE
KITIOYEBRSIE HOCUTENH, Coflepsaliue B cebe annapaTHo
peanuzoBanHble QyHiumi CK3U, npu ncnonb3osaHin
KOTOPBIX CO3/AETCA ¥ MCTIONb3YETCA HelaBneKaemMbllt
3aKPLITLIA KNHOY.

[15isi HEKOTOPBIX KMKOYEBbIX HOCUTENEH CyLLecTByeT
BO3MOKHOCTb 3aMIUCK 3aKPLITOTO KNioHa Ha GKTUBHbLIE
KNnioueBble Hocutenu cropoHuumm CK3W (yctaHos-
NEHHLIMY NOKANbHO HA KOMMbIOTEpHOE YCTpoiicTBO’
WU HEMOCPEACTBEHHO B MHGOPMALMOHHCH cucTeme
YAOCTOBEPAIOLIEro LIEHTPA) U, B TEKOM Ciiyyae, Takoi
HOCUTENb MPUMEHRETCH KaK NaccusHbiil KNioueBO#
HOCKTENb, KOTOPLI MOXET 06ecneyiTs TONEKO CBOH-
CTBO HEIKCMOPTUPYEMOCTY 3aKPbITOr0 Ko4a.

K W3BrexaembIM 3a3KpEITEIM KTH0OYaM OTHOCATCSH BCE
BUAL! 38KPbLITBLIX KMiHOUEl, 38 UCKTIOYEHWEM HEWsBIie-
KaeMblX, BKAKYAA 3KCNOPTUPYEMbIE ¥ HESKCNOPTHURY-
emble.

BUAbI KMTIOYEBBIX HOCUTENEN
MaccusHbli KNIGUEBON HOCUTEND

Bupbl peanusauuu: Hocutenb ¢ USB unTepdeiicom,
HOCKTENb € BeCKOHTEKTHBIM nHTepbeiicom (NFC uu-
Tepdeiic), cMmapr-KapTa.

[lng focTyna K 3ailyieHHoMY COAepRUMOMY JaHHO-
[0 KMHOYEBOro HOCUTENS HeobXofMMO BBECTH Naponib
(PIN-koa). 3akpbIThlft KNKOY XpaHUTCH B KMHOYEBOM
KoHTeliHepe® Ha KiHuesoM HocuTene. Mapons (PIN-
KO1), KOTOPK!M 3aLLMLEH OT AOCTYNA 38KPLIThIA KNoY
Ha TakoM HOCUTEne, NMpw NOAY4eHUM Cnepyer usme-
HWUTb, OBECNEYUTD Bro HafeXHOoe XPaHEHWe U UCKNH-
YWUTb JOCTYN K Napo NobbiX nul.

Mpy NORRNCAHMM 3NEKTPOHHOTO AOKYMEHTa ¢ MC-
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MONb30BAHUEM NACCHMBHOIO HOCUTENA W CPeAcTBa
3M1EKTPOHHOM NOAMUCH BBINUCAAETCA YHUKANBHBIA Ha-
60D CUMBONOB — X31 JOKYMEHTa®, OJHO3HAYHO CBS-
38HHBIX C COAEpXaHueM 3/IeKTPOHHOr0 AOKyMeHTa.
[lanee 3aKpbIThiil KN4 KOMUPYETCA B NaMATb KOM-
NbOTEPHOTO YCTPOICTBE, FAe C ero NOMOILED CPed-
CTBO 3/1EKTPOHHON MOANNUCH BbINOMHART KpUmTorpa-
duyeckie onepaunn’® GoOpMUPOBAHUA 3EKTPOHHON
noAnucKM — NOANUCaHNe 3NEKTPOHHOTO [AOKYMEHTa.
Mo saseplieHiiit MPOLBAYPbl NOANUCAHNA 3aKPbIThIA
KIit0Y YAANAETCA U8 MEMITH KOMILIOTEPHOTO YCTPoi-
ctea. polueaypa NOANWUCAHUA SMEKTPOHHOIO AOKY-
MEHTa NPCUCXORMT HE3aMeTHO JNA NOMb30BaTeNA
B TEUEHWE HECKONMbKIX CEKYHAL.

Ha Knio4YesoM HOCUTENE YCTaHOBINEHO OrpaHuyenne
MOMLITOK HenpasunkHoro BeoAa napons (PIN-koaa)
W NPY MPEBLILIEHNN TAKOTO AVMUTA KNHOUEBOM HOCH-
TeNb 6AOKMPYETCA. HECMOTRS HA 3TO NacCuBHbIN KNio-
4eBoil HocKTeNb c6nafaeT CPefHuM YpOBHEM 3allin-
LWEHHOCTM OT aTak 3NMOYMbILIGHHWKOB — B MOMEHT
MCAMNCAHKUA [OKYMEHTa 0BpasyeTca KOpOTKMA npo-
MEKYTOK BEMEHY, KOTAA 3aKPbiThiil KNHY HaX0AUTCA
B MaMaTit KOMMBIOTEPHOTO YCTPONHCTBA, e CyLiecTBY-
eT BO3MOXHOCTb ero nepexeara 3N0yMbliliNIeHHIKOM
C BLICOKMM YPOBHEM TEXHWUYECKIX 3HAHMI U/1H C UC-
MONb30BAHUEM CreunanbHblY TEXHWYETKUX CPeACTB.
[Ins UCKNHONEHUA TAKOro BUAAE aTak CyLieCTByeT aK-
TUBHBI KNKOYEBOH HOCUTETb.

AKTHBHDII KNI0YeBOii HOCHTEND
(xpunTorpaduyeckuil KnoYeBOil HOCHTESD)

Buasl peanusauuu: Hocutens ¢ USB unTepgeiicom,
HOCWTENb C 6BCKOHTAKTHbIM KHTepdeiicom (NFC uH-
Tepdelic), cmapT-KapTa.

AKTUBHBIF KNHOYEBOW HOCUTENb COZEPHUT B cebe
GyHKun CK3M. 3akpbiThlit KoY Ha TaKoM KnKue-
BOM HOCHTESNIE XPaHUTCA B 3ALMLEHHOM KNHYEROM
KOHTElHepe U B CMELMaNbHOM BHYTpEHHEM GopmaTe.

Y TaKOro HOCUTERA CYLIeCTBYeT PAf TEXHWHYECKNX
MpeMMYLLECTB Nepej NacCHBHLIM KITKOYEBbIM HOCHTE
neM:

{1, KOTOPbIA He-
FieHKA B TEKCT

OBaHie PaHE: BbIMKCREHHO!O Xewr3HAYRHUA SNEKTROHH OFC AOKYMERTE TaKum

KRH0Ya NPOBEPKY 3REKTROHHOH NOARNEH



= CO3JaHMe 3aKpbITOro KMH4a NMPOUCKOAUT Ha Ca-
MOM HOCUTENIe C MCTIONb30BaHWEM annapaTHbIX
KpunTorpaQu4ecknx QyHKUUR KNOYeBoro HocH-
Tens;

= MpW NOANUCAHKUKM 3/IEKTPOHHOIO [JOKyMeHTa 3a-
KPBITEIA K04 He KONVPYeTca B NamaTb Ui pe-
eCTP KOMRLIOTEPHOro yCTPOiicTBa — NOANKCAHIE
SNEKTPOHHOIO JOKyMEHTa NMpCUCXOANT Ha CamMoM
KMTFOYEBOM HOCUTENE,

- 33KPLITEI KMHOY HU B KEKOW MOMEHT BPEMEHM
HE NOKUAAeT KNI4EBCH HOCUTEND.

Buiuncfiesre 3HaYeHNA X9l JOKYMEHTA MOXET Npo-
KCXOLUTL Ha KOMMBLIOTEPHOM YCTPONCTBE, @ UTOroBoe
GOpMUPOBaHIUE BIEKTPOHHOM NOANUCH TONEKO Ha Ca-
MOM aKTUBHOM KJTIOHEBOM HOCUTENE.

KoMnpoMeTaLuusa 3aKpbiToro Kniova Ha TakoMm HoCK-
Te/e BO3MOKHa TONLKO B CNy4ae ero xilijexusd BmecTe
¢ naponem (PIN-kogom).

AKTVBHBIN KNiouesolt HocuTenb (Kpuntorpaduye-
CKUt KITDYeBoil HOCUTENb) 06najaeT BbICOKUM YpoB-
HEM 32lLULLEHHOCTU OT aTaK 3NoyMbIWNEHHWKOB.
PHCK aTakit «nofgMeHa xaiua»'! 3M0YMbILAEHHNKOM
MPUCYTCTBYET, HO TaKMe ciiydan KpaiiHe peaku.

MEPbI MPELOCTOPOMHOCTH MPU PABOTE
C K/MIOYEBLIMW HOCUTENIAMM

Texunuyecxue Mepsl APeJoCcTOPOMHOCTH

Mpu BbiGOpe BUAA KNHOYEBOTO HOCUTENS QNS Xpa-
HeHMA 3aKPbITOTO KJKYa 3NIEKTPOHHOM MOAMUCH
CNepyeT y4uTbiBaThb, UTO 3JNEKTPOHHAA MOAMUCH
CHYUTAETCA PABHO3HAYHON COBCTBEHHOPYYHOW NOA-
AucuM B CRydasx, ycTaHOBheHHb!X OefepanbHbiM
3aKoHoM 0T 06.04.2011 N2 63-©3 «06 3/1eKTPOHHON
nognuck». PeKoMEHAYeTCA KCMoNb30BaTh Ki4e-
Bble HOCUTENN C HaUBbICLLEI CTENEHbIO 3aUjUThI 3a-
KpPBITOTO KIitoua.

PeKoMeHAYeTCA CMEHUTD NMaponb A0CTYNa K KKYe-
somy Hocuteno (PIN-kop), yCTaHOBAEHHbLIH ero us-
FOTOBUTENEM, Ha YHUKANbHBIA — U3BECTHLIA TOMBKO
Bafieniblly SAEKTPOHHON NOANUCH. PeKOMeEHAyeMas
L14Ha Napona — He MerHee 6 CYMBOJIOB C Uenonb3cBa-
HYEM CreunanbHbIX CHMBOIOB, NPOMUCHBLIX U CTPOY-
HbIX IATUHCKIX 6yKB. PEKOMeHAYeTCs nepnojuyeckasn
cCMeHa napons.

He pexkomenpyetcs npu BrlBope naponis OCHOBbI-
BaTbCsl Ha TUMOBLIX WabnoHax ¥ MAYWNX NOZpag
Ha Knasuarype unu andasurte cumsonoB (qwerty,

abcde, 12345 u fipyrue) Ha KaKOM-T1B0 MaeHTH K-
TOPE, NACMOPTHLIX [AHHLIX, KNVYEK MUTOMUER W no-
LOGHBIX accoLnaLnii.

He pexoMeHgyeTcs aKTWBMPOBATb (YHKUMIO «3a-
MOMHWTb NMaposiby B CPEACTBaX 3NEKTPOHHOR nognu-
C# W HacTpolikax nporpaMMHero obecneyeHis, Ko-
TOPOE HEOBXOAMMO AN UCTIONb3CBAKNA KIOYEBOrO
HOCKTERA.

OPTAHU3ALLUOHHBIE MEPDI
MPEJOCTOPOXKHOCTH

He pekoMeHAyeTca B pamiax opranuzauun npoue-

Lyp 6e3cnacHoi paboTbl C KMIOYEBbIM HOCUTENEM:

> nepefaBaTh KNOYEBOR HOCUTENb TPETEUM NiLaM

= 3anKcbLIBaTh Naponb JOCTYNA K KIHYEBOMY HOCH-
teno (PIN-kog) Ha 6ymare wuium HenoCpeacTBeH-
HO Ha KJIHOMEBOM HOCWTENE, 3anOMKHaTh napo-
fil B PEeCTPOBOH MamaTv CHCTEM 3NMEKTPOHHBIX
YCTPOMCTB M XPaHWTb NaponbHyio uHGopMaUmio
B 061Le0CTYMHBIX MecTax

> OCTaBMATb KMWYEBCH HOCUTENb 663 NPpHUCMOTPa
B AOCTYIIHbIX UMY 051 @CTBEHHBLIX MECTAX

- ocTaBnATb 6e3 NpUCMOTpa KNHOYeBo#h Hock-
Teflb B KOMMbIOTEPHOM YCTPOHCTBE, HE KOTOPOM
OCYUECTBNAETCA  MOANUCAHUE  9NMEKTPOHHBIX
fokymeHToB (usb-noptei B cucTemHOM 6roke
KOMMbOTEpa, HOyTGyKa, MnaHwera Win JApyrvx
3NEKTPOHHBIX YCTPORCTBAX).

PexoMeHOyeTCs B paMyax opraHusauuy npouegyp

GeszonacHol padoThbl C KITHOYEBLIM HOCUTENEM!

- Npu HEOBXOLMMOCTH, OBECTIeylBaTh COTPYAHNKOB
OpraHu3aLuy, He VMEILKX MpaBsa [ieicTBoBaTh
6e3 [OBEPEHHOCTM, WX MepCoHanbHbIMU 3aKpbl-
THIMU K/HOYaMU U CepTUdNKATaMU NEKTPOHHOM
NoanuCH, C HaJlenexHrem X NpaBoM NoJgNucH pac-
NOPAAUTENBHLIMY  IOKYMEHTaMU  OpraHusalyyu
nyTeMm obopmMneHa AOBEPEHHOCTH

-  XPaHWUTb KNHOYeBOW HOCUTENb B HELOCTYIHOM
ANS TPETBUX NUL MECTe

= MpY NOTEPE WM KPaXe KITHYEBOro HOCUTENA He-
3aMefiIMTeNbHO 06PaTUTLCA B YLOCTOBEPAOLIMA
LEHTP, BBINYCTUBLUUA cepTuduKaT 3/IeKTPOHHON
MOANNUCH, U NMpeKpaTuTb AENCTBUE TEKOr0 CEPTH-
huKaTa ANEKTPOHHON NOANUCH, U, HE BOXKUAAACH
33BepLLeHNS NPOLEAYPbl 8HHYTMPOBAHNA, YBEO-
MUTb KOHTPAreHTOB O TOM, YTO yTpadeHHb! cep-
TUdUKAT C COOTBETCTBYIOWMM CEpUiiHbIM HOME-
POM, CYUTAETCA YIKE HELeliCTBUTENbHLIM.

Wit BBISMCIAET X3W-3HAYEHUE NOAAENEHOMD BOKYMEHTE W NEJeXEaTUB B NaMATA KOMDBIO-
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